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|. Starting point(s)

There is a widespread consensus among ECCaR mefab#re need of using indicators to
measure racism/equality as well as a respectiveypiohpact.
This was shown by a limited survey carried out IWESCO and ETC among Steering
Committee members.
However, it proved a wide range of opinions andrapphes on

- what should be measured,

- how this may be done,

- whether this task is feasible for communal admiatgins in terms of capacity, financial

resources etc,
- in what areas this effort should be made,
- on the legality of ethnic data collection,

- on the risks this attempt is exposed to.

ll. Survey Results to be considered
1. Consent to the use of indicators
- overall: 100 % say it's useful
and 75 % say it's necessary (25 % not necessary),
but the vast majority (75 %) states that it isidifft to implement.
And there is a strong concern about legality, @8y think it's legal, while 37.5 % think
that it would be illegal to use indicators on ratisr ethnic data in general.

2. There is no clear consent on WHAT should be oreals— surprising when considering
Commitment 2 of ECCaR.

The answers are a bit confusing and inconsistehtteL00 % think that policy impact
should be measured there is a strict objectiongasuring racism (25 %) or equality (12.5

%). However, the former is quite impossible withthe latter.

3. In order to measure racism/equality and polggact by using indicators it is necessary
to build on a reliable and lawfully implementedleotion of “ethnic data”.



According to the ECCaR steering committee membessshould be done by quantitative
and qualitative data processing, only a minoritgysiders operationalised qualitative data as

the appropriate means (25 %).

4. When it comes to concerns and risks 75 % thhaklegal provisions stand against the
efforts and 75 % deem a lack of resources as arrobgtacle for the implementation of
Commitment 2.

Asked who would probably object to ethnic dataesdibn 62.5 % think that it would be
politicians and decision makers. Members of vulblergroups are not thought to be likely
to object, which is an interesting assumptiont asfiects a quite optimistic attitude toward

data collection and its purpose.

First conclusions

1. Even though the measuring of racism/equal is usafulvell as policy impact requires
“ethnic data” collection and processing there remaitrong uncertainty on the legality
of such undertaking.

2. Arights-based approach is on several reasons tisé pnomising and appropriate

approach.

lll. A legal basis for a common reference: UN CERD, 1

In the Liége-Seminar in May this year a commonrezfee was found: Art. 1 CERD as we
deal with a human rights issue a human rights pronj which applies to all members is the
best appropriate reference: It is binding, opeimdéiovidual approaches, allows for
affirmative action, it is concrete, it supports E€FCs goals and can be operationalised.

It gives a concrete answer on WHAT should be measand in what areas:
- Distinction

- Exclusion

- Restriction

-  Preference



in political, economical, social or cultural field§ public life — completely compatible with
the 10 PPA.

Positively formulated we can measure
- Equality and non-discrimination

- Inclusion and Solidarity

- Participation

in the respective areas (Liége p 3-5).

When it now comes to the question of legality &ingt indicating CERD provides the

overarching legal justification.

IV. Is it legal to work with “ethnic data™?

Is it legal or not? What answer can you expect femademics? — It depends!
Firstly, it depends on what we are talking aboattecting, processing or disseminating.
Secondly, it depends on whether we talk about pefsiata or statistical data. Thirdly, it
depends on the provisions in respective national la
To take out some tension, for all this we can ingple say YES, it is legal if
- duly justified (ie legitimate goal) and if
- restrictive conditions of
- data protection (prevention of abuse, adequatbauds, lawfully processed),
- respect for privacy
and
- effective remedies are fulfilled or provided for.

In terms of human rights law the crucial quest®ithie balance of the duty of protecting and
fulfilling human rights (for which differentiatedath would be needed) on the one hand and

the respect for the privacy on the other handtt8measures need to be proportionate.

In the following we will take a closer look at omns of the UN, the Council of Europe and
the European Union. In general, all of these irgBomal, intergovernmental organizations
welcome the collection and processingtafistical data to:

- firstly, give an insight on the current situatioe, measuring discrimination,



- secondly, to facilitate evidence-planed policy-nmakand
- thirdly, to measure policy impact.

The different provisions have a tricky relationveeén each other and however, the role of
national, particularly administrational law is urteén as clear international jurisprudence is

missing.

Besides a lot of terminological questions, lackiledinitions and so on, we need to very well
distinguish between personal data (sensitive datd)statistical data (impersonal data). This
leads us to the question where data is gathereddral how it was collected and processed,
i.e. public census, registration data, other foofndata collection. The international human
rights instruments welcome the production of stia$ data, talk about various risks of this
undertaking, but are quite silent on concrete renendations for the collection and the
processing of these data. On the conditions we teeednsult the legal data protection

instruments, as well as the protection of privacy.

Justification
In order to justify the use of “ethnic data” withference to purpose and proportionality we
will start with the crucial human rights provisioh“privacy”, Article 8 of the ECHR
(Council of Europe). The right to respect for thivgte life is limited in cases of the
accordance of an interference with the law, netes$ia democratic society, economic well-
being of the country, the protection of health amatals and for the protection of the rights
and freedoms of others — just to mention thosereavky the legitimate aim provided by Art

1 CERD. Measuring discrimination is a legitimateai

As already mentioned, under the conditions of gatéection, we need to distinguish
personal/sensitive data and anonymous, impersaa)] ide. statistical data, which does not
allow identifying an individual person. The fornmaay be collected, stored and processed
under the conditions of the respect for privacyg, with consent of the persons concerned, the
latter is not limited to privacy conditions and shunight be a good option to prevent from

excessive examination of legality.

It is not the case that international, Europeanational laws prohibit categorically the

collection of sensitive data. The respective lanly set out the legal framework and the



qualitative conditions that must be respected wiseng this kind of data. In the majority of
European countries (members of the Council of Eelyapllection of sensitive data is allowed
with the given consent of the data subject. Evehaut the consent of the data subject these
data can be processed in the contexégdl proceedings and in administrationadfforts to
ensure equal treatment in practice. The use of “ethnic data” — under tbedition of lawful
collection and processing — is allowed for statatpurposes and research (see Timo
Makkonen, Measuring Discrimination 2006, p9, pp&68U Network of Legal Experts in

the non-discrimination field).

To fulfill the ECCaR Commitment 2 is not prohibitbyg law. The implementation of the
ECCaR policy commitments demand for data collectiesearch and measuring racism,
discrimination and equality, as well as the assessmof the impact and success of the
respective policies. This demand is currently mdis§ed. Human rights law and equality law
require efforts in this respect. Thus, the legitenaim is obvious, by which data protection as

well as privacy is limited.

Further conclusions

1. Data collection and processing for the purpose edisuring racism, discrimination or
equality, particularly for the purpose of realizithg principle of equal treatment is not
generally prohibited by international or European.|In contrary, under certain
conditions it can be interpreted as a legal ollgatparticularly in respect to Art 1
CERD.

2. The legal framework for data protection needs tathetly observed in case of
personal/sensitive data. The EU directives on padtection give general guidelines,
which are concretely transposed into national l&&lW members and may be a guideline
of compliance in non-member states. Reference @Ctnvention ETS 108 of the
Council of Europe can be made if the country isagesparty to this convention.

3. There is no legal restriction on the use of staagimpersonal data if lawfully

collected.



V. Concerns

However, there remain important concerns on thiecitidn and processing, as well as on the
dissemination and use of sensitive data.

1. What is “ethnic data™? We lack a clear defimtmn how ethnicity can/should be
categorized. Furthermore the question of deternoinaemains open: self-identification or
legal/administrational determination shall be agqih

A list of possible proxy indicators may illustratee problem: ethnicity, ethnicity of parents,
nationality, immigration background, member of igaiaed minority, language, language
spoken at home, appearance, colour, names, cutus®ms, religion, country of origin,

traditions, clothing, eating habits, ... .

2. There is a “natural” risk of wrong data.

3. There is always a risk of unlawful or excesslaéa collection and use. Personal data can

be misused even for persecution.

4. No matter whether personal or statistic dataikected and used, it gives always space for

discrimination or stigmatization of specific groups

Safeguards
Strict and effective prevention mechanisms nedzketonplemented in respect to data

protection and respect for privacy. Adequate afecéf’e remedies must be provided.

VI. International and European opinions

United Nations

* The Committee on the Elimination of Racial Discmaiion (CERD) points out, that the
State Parties of the International Convention @nBEhmination of All Forms of Racial
Discrimination have certairesponsibilities. State parties are under an obligation to report
upon legislation on non-citizens and its implemgata includingsocio-economic data on
the non-citizen population within their jurisdiatioThe data should saggregated by
gender and national or ethnic origin.

(See CERD General Recommendation No. 30 on Discatioin against Non-citizens,
2004)

» According to the Revised Reporting Guidelines (CERR007/1), some indication in the
CERD-specific document of the number of persons might be treated less favourably



on the basis of these characteristicaiesled for monitoring the progress in eliminating
discrimination based on race, colour, descentational or ethnic origin.
(See CERD Revised Reporting Guidelines CERD/C/20B/11.)

CERD requests states to collect information on mother tongues, languages commonly
spoken, or other indicators of ethnic diversitgdther with any information about race,
colour, descent, or national or ethnic origins wsifrom social surveys.

States are advised and encouraged to develop ajgteomethodologies for the collection
of relevant information. (See CERD Revised Repgr@uidelines CERD/C/2007/1,
B.11.)

As a result of the World Conference against RacRagjal Discrimination, Xenophobia and
Related Intolerance, the UN is recalling the needevelop legislative, juridical, regulatory,
administrative and other measures to prevent anteégragainst racism omational level.
Therefore the Member States are askesbttablish working groups consisting of, among
others, local community leaders and national a$ agdlocal law enforcement officials, to
improve and enhance data collection regarding violence motivated by racism, racial
discrimination, xenophobia and related intolerance.

(See Durban Declaration, 08.09.2001, 74 b iii, v).

The UN point out, that statistical data should biected with the explicit consent of the
victims, based on their self-identification and in accordance with provisions on human
rights and fundamental freedoms, such as datagti@teregulations and privacy
guarantees. (See Durban Declaration, 08.09.2004).92

Conditions

The following minimum guarantees should be provigtedational legislation:

not collect or process information in unfair orawful ways, nor use it for ends
contrary to the purpose of the Charter of the UN

regular checks on the accuracy and relevance afdteerecorded

specify, legitimate and publicize the purpose oYisg a file

ensure access of persons about whether informediocerning him/herself is
being processed

appropriate security measures to protect filesregalangers

designate an authority for supervision and sanstion
(See Guidelines for the regulation of computerigedsonal data files 45/95,
adopted by the General Assembly on 14 December)1990

Concerns

The United Nations are concerned about the faatdta is likely to give rise to unlawful
or arbitrary discrimination, because it includes information on racial or gtlomigin,
colour, sex life, political opinions, religious, isophical and other beliefs as well as
membership of an association or trade union.

(See Guidelines for the regulation of computerigetsonal data files 45/95, adopted by
the General Assembly on 14 December 1990, Prin&iple



Furthermore, there is a possibility that the infation about persons will kellected or
processed in unfair or unlawful ways, or the information will be used for enamitrary to
the purposes and principles of @@karter of the United Nations.

(See Guidelines 45/95, Principle 1).

The UN are also concerned tlstdtes are likely to use their power to make exceptions
excessively, which would lead to a departure from the priregpbf lawfulness and non-
discrimination, even when it is not necessary lier protection of the national security,
public order, public health or money, and the faeradf others.

(See Guidelines 45/95, Principle 6).

The UN recognize a certain natural danger to the filas, such as accidental loss or
destruction, but also the danger of unauthorizegss; fraudulent misuse of data or
contamination by computer viruses. (See Guidek#85, Principle 7).

The UN point out that it is necessary to estaldistauthority in the law system of every
country, which is responsible for supervising olaaace of the principles concerning
“ethnic” data collection. It is also necessary &vd certain sanctions against their
violation. (See Guidelines 45/95, Principle 8).

Council of Europe

The Council of Europe acknowledges that collectlaig will assist in assessing and

evaluating the situation and experiences of groups which are particularly vulnerable to

racism, xenophobia, anti-Semitism and intolerance.

Without good data it will be difficult tdevelop and effectively implement policies.

(See ECRI General Policy Recommendation 1188 combating Racism, Xenophobia,
Anti-Semitism and Intolerance).

According to the “Ethnic Statistics” Study RepofrtRatrick Simon, the dissemination of
data concerning named persons is strictplated, to ensure that individuals who have
supplied personal information are fairly treatelde Tact, that only those for whom this
information is intended are authorised to sedhiythave to be specified when the file is
declared), is aseful prevention tool against misuse of personal data.

(See Study Report: “Ethnic statistics and datagatain in the Council of Europe

Countries, Patrick Simon, Institut NatiodaEtudes Démographiques, Strasbourg 2007,
Page 11).

Conditions

The collection of “ethnic” data must satisfy threain conditions:
there must be explicit consent and
collection must be in the public interest or
collection must be a legal obligation
These conditions give the data protection@itththe main role in deciding whether the
proposed processing operation is legitimatd,they offer a key to set up a monitoring
system.
(See Study Report: “Ethnic statistics ant geiotection in the Council of Europe
Countries, Patrick Simon, Institut NatiodaEtudes Démographiques, Strasbourg 2007,
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Page 69).

Concerns

There is a possibility that data will be obtained @rocessed in amfair and unlawful

way and stored forlegitimate purposes.

(See Convention for the Protection of Individualthwegard to Automatic Processing of
Personal Data, 28.01.1981, Art. 5).

The Council of Europe is concerned about the daofyeradequate, irrelevant and
excessive data collection in relation to the purpose for which they are etior
(See Convention 1981, Art. 5).

According to a study concerning “ethnic” statisticghe Council of Europe countries,
there is a certaidanger of abuse and misuse of data:

- “Ethnic” data are likely to be used for thdentification of individuals with
reference to characteristics which may expose tioetiiscrimination,
exclusion or persecution.

- Data statistics are likely to be usedstigmatise a vulnerable group, in case of
confirming stereotypes by using findings reductyyelr publishing tables
without explaining them, or analysing the factoithaut account for
discrepancies.

- Xenophobic and populist movemenmte the potential for stigmatisation and
use the “ethnic” data to demand, that immigratias to be stopped and
jobless persons of immigrant origin have to be #zde

(See Study Report: “Ethnic statistics aathgrotection in the Council of Europe
Countries, Patrick Simon, Institut Natibd&Etudes Démographiques, Strasbourg 2007,
Page 15).

European Union

The European Union points out, tigde flow of personal data between Member Sates

and the Community institutions and bodies is anartgnt factor for the exercise of
activities within the scope of Community law, espélg Title V and VI of the Treaty on
European Union.

(See Directive 95/46/EC on the protection of indials with regard to the processing of
personal data and on the free movement of such [Begamble 13-15).

The European Union acknowledges the significamivgron the possibilities afforded by
electronic communications. Their use to collecadatavaluable tool in the prevention,
investigation, detection and prosecution of criminal offences, in particular organised
crime. Therefore it is necessary to ensure thatretl data are made available to law
enforcement authorities for a certain period.

(See Directive 2006/24/EC on the retentiodath generated or processed in connection
with the provision of publicity available eteonic communications services or of public
communication networks, Preamble 7, 9)
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» According to the European Handbook on equalityaiaglata is needed to guide and
support policy development and implementation, and also to evaluate and access the
impact of these policies.

(See European Handbook on equality of data, Eurof@nmission, November 2006,
Page 7)

» Data is also needed jaridical processes, to prove direct and indirect discrimination with
empirical evidence.
(See European Handbook, Page 7)

* National specialised bodies, the UN treaty bodles government agencies and for certain
organisations woulBenefit from international monitoring. Comparing quantitative and
gualitative data would improve their monitoring &fmons.

(See European Handbook, Page 7)

* Qualitative data can servesensitising and awareness-raising purpose, especially in
national discussions on equality and discrimination
(See European Handbook, Page 7)

« Any set of data can be useful for researchers sge&iimprove our understanding of
discrimination.Research is a prerequisite for developing and implementimge effective
policies to fight discrimination.

(See European Handbook, Page 23)

* The European Union intends to adapt the policy lbgweent in the context of action
against discrimination to the developments in tlaek®ts and technologies for electronic
communications services in orderpiavide an equal level of protection of personal data.

(See Directive 2002/58/EC on privacy and electra@oimmunications, Preamble 4).

Conditions

* Personal data must be:

- processed fairly and lawfully

- collected for specified, a@gfiland legitimate purposes and not further
processed in a way inconipeatwith those purposes

- adequate, relevant and noesgive in relation to the purposes for which they
are collected and/or furthescessed

- accurate and, where neces&apt up to date

- kept in a form which permigntification of data subjects for no longer thein
necessary for the purposesviuch the data were collected or for which they
are further processed

(See Directive 95/46/EC, Art.4).

Concerns

* The European Union is concerned about the poggiltiiatdata is likely to be collected
in an unlawful way and that the collection tsased on illegitimate aims (other than the
security or the control of the processing systenwperations, and the prevention,
investigation, detection and prosecution of serimrminal offences).
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(See Directive 95/46/EC, Art.5, 6).

There is a certaidanger of processing data in an unlawful form because of inappropriate
security levels.
(See Directive 95/46/EC, Art. 21, 22).

The European Union recognizes fiussibility of misuse by keeping personal data in a
form which allows the identification of data suligtor longer than necessary for the
purposes for which the data were collected or eee.

(See Directive 95/46/EC, Art. 4).

Furthermore, the European Union is concerned abewstfety of data transmission,
especially personal data revealing racial or etbnmgin, political opinions, religious or
philosophical beliefs, trade-union membership, dath concerning health or sex life.
(see Directive 95/46/EC, Art. 7-10).

The European Union acknowledges tlaager of violation of the fundamental rights and
freedoms of natural persons, in particular their right to privacy, by procasgipersonal

data.

(See Directive 95/46/EC, Preamble 9).

According to the measures, which were taken by Edinlder states so far, the European
Union points out thenain problems of the present data collection activities:

Data collections armeot systematically planned or carried out
They tend do beonducted on an ad hoc basis, not on a regular basis
They tend tdocus only on some grounds of discrimination

They are ofterbased on the use of proxy indicators (which exception of age)
which lead to results that are not fully represeveeaof the target groups

They tend to bé&mited in terms of the areas of life covered

They tend to b&mited in terms of the type of information gathered

(See European Handbook on equality dategean Commission, November 2006,
Page 12)
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